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SNAU, 2026 
1. GENERAL INFORMATION ABOUT THE EDUCATIONAL COMPONENT
	1. 
	Name OK
	Information security and data protection

	2. 
	Faculty/department
	Economics and Management/Accounting and Taxation

	3. 
	Status OK
	Selective

	4. 
	[bookmark: _Hlk73018252]Program/Specialty(s) that include OK for
	

	5. 
	OK can be offered for
	Administrative management

	6. 
	NRC level
	7

	7. 
	Semester and duration of study
	For full-time study: 3 semesters, 12 weeks.
[bookmark: _GoBack]For part-time study: 3 semester

	8. 
	Number of ECTS credits
	The volume of the academic discipline is 5 ECTS credits - full-time study.
The volume of the academic discipline is 5 ECTS credits - part-time study.

	9. 
	Total hours and their distribution
	day uniform
	correspondence form

	10. 
	
	Contact work (classes)
	Independent work
	Contact work (classes)
	Independent work

	11. 
	
	Lectures
	Practical /seminar
	Laboratory
	
	Lectures
	Practical and/seminar
	Laboratory
	

	12. 
	
	24
	24
	-
	102
	8
	8
	-
	134

	13. 
	Language of instruction
	Ukrainian

	14. 
	[bookmark: _Hlk73034352]Teacher/Educational Component Coordinator
	Candidate of Economic Sciences, Associate Professor Garkusha Serhiy Anatoliyovych

	11.1
	[bookmark: _Hlk73034678]Contact information
	Sumy, 160 G. Kondratieva St., Faculty of Economics and Management, Department of Accounting and Taxation (room 109e), serhii.harkusha@snau.edu.ua

	15. 
	[bookmark: _Hlk73035691]General description of the educational component
	The educational component "Information Security and Data Protection" is aimed at forming a system of knowledge, skills and practical abilities in the field of ensuring information protection in modern information and communication systems among higher education students. The discipline covers theoretical and applied aspects of information security, including models and principles of information protection, risk management, as well as organizational and legal principles of personal data protection.
The educational component examines possible threats to information security, methods for their detection and neutralization, hardware and software information protection, the basics of cryptographic data protection, as well as the features of ensuring the security of computer networks and global information resources. Considerable attention is paid to practical aspects of the use of antivirus software, web environment protection tools, electronic digital signature technologies, and secure electronic document management.
The educational component forms competencies in analyzing and assessing information risks, selecting and applying modern means of information protection, as well as ensuring the confidentiality, integrity and availability of data in the context of the digital transformation of society and the growth of cyber threats.

	16. 
	Purpose of the educational component
	Formation of knowledge among higher education students regarding theoretical and practical aspects of information security, protection of information resources and personal data, use of modern technologies and means of information protection in information and communication systems, as well as acquisition of skills to ensure the security of accounting information, prevent information risks and fraud in the conditions of digital transformation of business entities

	17. 
	Prerequisites for studying OK, connection with other educational components of OP
	prerequisites are missing

	18. 
	Academic Integrity Policy
	The academic integrity policy provides for the independent performance by students of all types of educational tasks, compliance with the established deadlines and procedure for submitting papers, prevention of academic plagiarism, fabrication, falsification, copying and other manifestations of academic dishonesty. When preparing written papers, it is mandatory to correctly cite the sources used with proper citation.
The use of artificial intelligence tools is permitted solely as an auxiliary tool for information retrieval, data analysis, text verification, and idea generation, provided that the results are critically evaluated by the student. It is prohibited to submit results created entirely by artificial intelligence tools as one's own work without proper attribution of their use.
For violation of the principles of academic integrity, academic liability measures may be applied to students in accordance with the internal regulatory documents of the higher education institution.
Documents regarding academic integrity are provided on the website page: https://snau.edu.ua/pro-universitet/struktura-universitetu/viddil-jakosti-osviti-licenzuvannja-ta-akreditacii/zabezpechennja-jakosti-osviti/akademichna-dobrochesnist/

	19. 
	Link to Moodle
	https://cdn.snau.edu.ua/moodle/course/view.php?id=5305

	20. 
	Keywords
	Information security, personal data, hardware protection, software threats, malware, cryptographic protection, security, automated accounting systems




[bookmark: _Hlk73035719]2. LEARNING OUTCOMES BY EDUCATIONAL COMPONENT AND THEIR RELATIONSHIP WITH PROGRAM LEARNING OUTCOMES
	Learning outcomes for OK:
After studying the educational component, the student is expected to be able to...

	How is RND assessed?

	
	

	DRN 1. Ability to distinguish between existing approaches to defining the concept of information security policy.
	Task completion, express surveys, testing and results processing

	DRN 2. Know the safety rules when working with computer networks
	Task completion, express surveys, testing and results processing

	DRN 3. Analyze cryptographic methods of information protection
	Task completion, express surveys, testing and results processing

	DRN 4. Analyze threats associated with the use of malicious software and assess risks to information systems
	Task completion, express surveys, testing and results processing

	DRN 5. Assess the level of security of using WWW resources using antivirus programs and protective functions of web browsers
	Task completion, express surveys, testing and results processing

	DRN 6. Be able to develop and solve current issues of information security theory and practice
	Task completion, express surveys, testing and results processing





3. CONTENT OF THE EDUCATIONAL COMPONENT (COURSE PROGRAM)
	Topic.
List of issues to be addressed within the topic
	Distribution within the total time budget (full-time/part-time)
	Recommended reading

	
	Classroom work
	Independent work
	

	
	Luke
	P.z / semin.z
	Lab. with.
	
	

	Topic 1. Theoretical foundations of information security.
The concept of information security. The main components of information security. The importance and complexity of the information security problem. The concept of information technology security management. Security elements. The process of information technology security management. Information security models. Information security architecture. Analysis of monitoring models.
	2/2
	2/2
	
	16/20
	Main sources: 1, 2, 4, 5, 6, 7; 8; 9
Additional sources: 1, 5, 6, 7, 8, 9, 10,11, 13, 14;
Software: -

	Topic 2. Personal data information system.
Subjects of relations related to personal data. Objects of protection.
General requirements for the processing of personal data. Special requirements for the processing of personal data. Rights of the subject of personal data.
Notice on the processing of personal data. Use of personal data.
Grounds for processing personal data. Collection of personal data.
Procedure for accessing personal data. Delay or denial of access to personal data.
Ensuring the protection of personal data.
	2/2
	2/2
	
	16/16
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources1, 5, 6, 7, 8, 9, 10, 11, 12, 13;
Software: -

	Topic 3. Hardware means of information protection.
Fundamentals of hardware protection. Classification of technical means of information collection. Main groups of technical means of intelligence. Radio microphones. Main methods of listening to telephone lines. Telephone radio translators. Message listening systems. Using a telephone line for listening to premises. Special listening devices. Video surveillance systems and devices. Remote control devices, video motion detector. Systems and means of detecting, searching and neutralizing technical means of information collection. Main stationary means of information protection. Search equipment.
	4/ -
	4/-
	
	14/20
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 12;
Software: -

	Topic 4. Software containing danger.
Basic definitions and criteria of threats . The most common threats to availability. Some examples of threats to availability. Malware. Basic threats to integrity. Basic threats to confidentiality.
	4/-
	4/-
	
	14/22
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 12;
Software: -

	Topic 5. Cryptographic protection of information.
Cryptographic protection methods. Fundamentals of crypto analysis. Steganography.
	4/-
	4/-
	
	14/20
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 12;
Software: 2 , 3,4, 5, 6

	Topic 6. Security in computer networks .
Brief information about computer networks. Using firewalls. Security policies when working on the network. Archiving and storing accounting information. Information protection and fraud prevention in the field of accounting
	4/ 2
	4/2
	
	14/16
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 12;
Software: 1

	Topic 7. Information protection in global networks.
Brief information about global computer networks. Nature of attacks in global networks. Protection when using WWW (WorldWideWeb). Protection of e-mails and mail systems
	4/2
	4/2
	
	14/20
	Main sources: 1, 2, 3, 4, 5, 6, 7; 8; 9
Additional sources: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 12;
Software: -

	Total
	24/8
	24/8
	
	102/134
	



4. TEACHING AND LEARNING METHODS
	DRN
	Teaching methods (work that will be carried out by the teacher during classroom lessons , consultations)
	Teaching methods (what types of learning activities should the student perform independently )

	DRN 1. Ability to distinguish between existing approaches to defining the concept of information security policy.
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)

	DRN 2. Know the safety rules when working with computer networks
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file); observation (technology, operation)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)

	DRN 3. Analyze cryptographic methods of information protection
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file); observation (technology, operation)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)

	DRN 4. Analyze threats associated with the use of malicious software and assess risks to information systems
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file); observation (technology, operation)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)

	DRN 5. Assess the level of security of using WWW resources using antivirus programs and protective functions of web browsers.
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file); observation (technology, operation)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)

	DRN 6. Be able to develop and solve current issues of information security theory and practice
	Verbal: monologue (explanation, lecture); dialogical (conversation).
Visual: demonstration (multimedia file); observation (technology, operation)
	Research method (students work independently while acquiring knowledge: analyze phenomena, formulate problems, put forward and test hypotheses, and independently formulate conclusions)



5. EVALUATION BY EDUCATIONAL COMPONENT
5.1. Diagnostic assessment (indicated as appropriate)
5.2. Summative assessment
5.2.1. For assessing expected learning outcomes[footnoteRef:2] [2: Higher education students have the right to transfer learning outcomes acquired in non-formal/informal education in accordance with the Regulation on the procedure for recognizing outcomes acquired through non-formal and/or informal education ( http://surl.li/ummfb )] 

full-time students are provided
	No.
	Summative assessment methods
	Points / Weight in the overall score
	Date of compilation

	1. 
	Discussions
	10 / 10%
	Each practical lesson

	2. 
	Task completion
	60 / 60%
	Each practical lesson

	3. 
	Express survey
	20 / 20%
	Each practical lesson

	4. 
	Standardized tests
	10 / 10%
	Each practical lesson


To assess the expected learning outcomes of part-time students, the following is provided:
	No.
	Summative assessment methods
	Points / Weight in the overall score
	Date of compilation

	1. 
	Task completion
	50 / 50%
	Each practical lesson

	2. 
	Express survey
	20 / 20%
	Each practical lesson

	3. 
	Multiple choice test
	30 points / 30%
	According to the educational process schedule


5.2.2. Assessment criteria for full-time students
	Component
	Unsatisfactorily
	Satisfactorily
	Good
	Perfectly

	Discussions
	0-3 points
	4-6 points
	7-8 points
	9-10 points

	
	Passive participation in the discussion
	Participation in the discussion, unsubstantiated answers
	Active participation in the discussion, demonstrated critical thinking skills
	Active participation in the discussion, demonstrated critical thinking skills, systematic knowledge, and creativity

	Task completion
	<35 points
	36-44 points
	45-53 points
	54-60 points

	
	Task not completed
	The task is completed, but some issues are not resolved, there are inaccuracies
	The task is completed, but there are minor inaccuracies.
	The task is completed, all questions are answered.

	Express survey
	0-11 points
	12-14 points
	15-17 points
	18-20 points

	
	Lack of knowledge on theoretical issues
	Low level of knowledge of theoretical issues
	Possession of conceptual and categorical apparatus, professional terminology, theoretical knowledge, minor inaccuracies in answers to questions
	Possession of conceptual and categorical apparatus, professional terminology, theoretical knowledge

	Standardized tests
	0-5 points
	6 points
	7-8 points
	9-10 points

	
	Less than 60% of tests were solved correctly
	60-74% of tests solved correctly
	75-89% of tests solved correctly
	90% or more of the tests were solved correctly


Evaluation criteria for part-time students
	Component
	Unsatisfactorily
	Satisfactorily
	Good
	Perfectly

	Task completion
	<29 points
	30-36 points
	37-44 points
	45-50 points

	
	Task not completed
	The task is completed, but some issues are not resolved, there are inaccuracies
	The task is completed, but there are minor inaccuracies.
	The task is completed, all questions are answered.

	Express survey
	0-11 points
	12-14 points
	15-17 points
	18-20 points

	
	Lack of knowledge on theoretical issues
	Low level of knowledge of theoretical issues
	Possession of conceptual and categorical apparatus, professional terminology, theoretical knowledge, minor inaccuracies in answers to questions
	Possession of conceptual and categorical apparatus, professional terminology, theoretical knowledge

	Multiple choice test
	0-17 points
	18-21 points
	22-26 points
	27-30 points

	
	Less than 60% of tests were solved correctly
	60-74% of tests solved correctly
	75-89% of tests solved correctly
	90% or more of the tests were solved correctly


5.3. Formative assessment:
To assess current progress in learning and understand areas for further improvement,
	No.
	Elements of formative assessment
	Date

	1
	Teacher's instructions during the task completion process
	Each practical lesson

	2
	Oral survey
	Each practical lesson

	3
	Observation of the progress of solving tasks, discussion and oral comments by the teacher
	Each practical lesson

	4
	Monitoring task performance
	Each practical lesson

	5
	Checking tests and discussing test results
	For the next couple after testing



6. LEARNING RESOURCES (LITERATURE)
6.1. Main sources
	6.1.1. Textbooks, manuals
1. Electronic accounting: textbook. 2nd ed., revised and supplemented. V.Ya. Plaksienko, I.M. Nazarenko, S.A. Garkusha, K.S. Zhadko, O.V. Nazarenko / Ed. V.Ya. Plaksienko. Kyiv: Publishing house «SBA Print», 2026. 312 p.
2. Pashorin V.I. Information systems security: textbook / V. I. Pashorin, Yu. V. Kostyuk. Kyiv: State University of Trade and Economics, 2023. 376 p. URL: https://files.znu.edu.ua/files/Bibliobooks/Inshi85/0064775.pdf
3. Silin E.S., Kadubovsky O.A. Fundamentals of Cybersecurity: Textbook. Dnipro. 2023. 200p. URL: https://www.researchgate.net/publication/392285211_Osnovi_kiberbezpeki_navcalnij_posibnik
4. Smirnov O.A., Konoplytska-Slobodeniuk O.K., Smirnov S.A., Buravchenko K.O., Smirnova T.V., Knyshuk A.V. Introduction to cybersecurity: textbook. Kropyvnytskyi: TsNTU, 2022. 967 p. URL: https://dspace.kntu.kr.ua/server/api/core/bitstreams/4ddb7930-df8e-469e-b44d-a4be9c2f15f6/content
5. Tarnavskyi Y.A. Information Systems Security: Textbook. Igor Sikorsky Kyiv Polytechnic Institute. Kyiv: Igor Sikorsky Kyiv Polytechnic Institute, 2023. 161 p. URL: https://ela.kpi.ua/server/api/core/bitstreams/71eb3ad4-103b-494a-b80e-d58a49033cd5/content

6.1.2. Methodological support
6. Methodological complex "Information security and data protection" in the MOODLE program . URL: https://cdn.snau.edu.ua/moodle/course/view.php?id=5475
7. Information security and data protection : lecture notes for higher education students of educational programs in the fields of knowledge 05 “Social and behavioral sciences” (S “Social sciences, journalism and information”); 07 “Management and administration”, 28 “Public management and administration” (D “Business, administration and law”); 12 “Information technologies” (F “Information technologies”) of full-time and part-time forms of study of the second (master’s) level / inc.: S.A. Garkusha. - Sumy, 2024. - 102 p.
8. Information security and data protection : methodological recommendations for conducting practical classes for higher education students of educational programs in the fields of knowledge 05 “Social and behavioral sciences” (S “Social sciences, journalism and information”); 07 “Management and administration”, 28 “Public management and administration” (D “Business, administration and law”); 12 “Information technologies” (F “Information technologies”) of full-time and part-time forms of study of the second (master's) level / inc.: S.A. Garkusha. - Sumy, 2024. - 54 p.
9. Information security and data protection : methodological recommendations for independent work for higher education students of educational programs in the fields of knowledge 05 “Social and behavioral sciences” (S “Social sciences, journalism and information”); 07 “Management and administration”, 28 “Public management and administration” (D “Business, administration and law”); 12 “Information technologies” (F “Information technologies”) of full-time and part-time forms of study of the second (master's) level / incl.: S.A. Garkusha. - Sumy, 2024. - 60 p.

6.2. Additional sources
1. Garkusha S. Crisis risks of business and automation of accounting: modern challenges and prospects. Strategic priorities of the development of accounting, auditing and taxation in the context of globalization : materials of the IV International Scientific and Practical Conference (Sumy, November 18, 2025) / edited by Prof. Nazarenko O.V. Sumy: SNAU, 2025. P. 25-27. URL: https://repo.snau.edu.ua/bitstream/123456789/15377/1/Збирнык_МНПК_СНАУ%2018.11.2025.pdf
2. Garkusha S.A. Digitalization of accounting and management processes. Current state and prospects of economic development of Ukraine: theory, methodology, practice: collective monograph / Col. authors. Poltava: PP "Astraya", 2023. P. 95-104. URL: http://www.economics.in.ua/2023/04/collectivemonograph.html
3. Garkusha S.A. Protection of accounting information in automated accounting systems. Braslav Readings. Economy of the 21st Century: National and Global Dimensions: Collection of Materials of the II International Scientific and Practical Conference, November 6, 2024. Odessa, ODAU. 2024. P. 353-355
4. Garkusha S.A. Organization of accounting information protection in automated accounting systems. Economy and Society . 2024. Issue 67. DOI: https://doi.org/10.32782/2524-0072/2024-67-26
5. Yona L.G., Onatskyi O.V., Belova Y.V. Cryptographic information protection: textbook. Odessa, 2023. 200 p. URL: https://dspace.onua.edu.ua/server/api/core/bitstreams/eeff6a3b-4b9d-40f8-ab8b-7485017ff737/content
6. Kotenko A.M., Turovsky O.L., Shuklin G.V., Pepa Y.V., Ivanchenko I.S., Averichev I.M. Component base of cybersecurity and information protection tools: Textbook. 2025. Kyiv: DUIKT. 236 p. URL: https://duikt.edu.ua/uploads/l_2376_40131646.pdf
7. Nesterenko G. Information Security: Course of Lectures. Kyiv: NAU, 2022. 102 p. URL: https://dspace.nau.edu.ua/bitstream/NAU/57731/1/Информаційна%20безпека_курс%20лекцій_2022.pdf
8. Pirog O.V. Security of web applications: manual. Zhytomyr: Zhytomyr Polytechnic Institute, 2025. 290 p. URL: https://surl.li/sbgwxv
9. On the Protection of Personal Data: Law of Ukraine of 01.06.2010 URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text
10. Problems of countering negative information influences and protecting information security of people and society: monograph / N. Ukhanov; ed. by V. Pylypchuk. KyivOdessa: Fenix, 2022. 140 p. URL: http://ippi.org.ua/problemi-protidii-negativniminformatsinim-vplivam-ta-zakhistu-informatsiinoi-bezpeki-lyudini-i-sus
11. Network Security Management: Lecture Notes. Chernihiv: National University "Chernihiv Polytechnic", 2025. 105 p. URL: https://ir.stu.cn.ua/server/api/core/bitstreams/f3e822f0-0c12-48ab-9707-c99c4d776208/content
12. Usik P.S., Buravchenko K.O. Security of banking systems: a manual / P. S. Usik, K. O. Buravchenko; Ministry of Education and Science of Ukraine, Central Ukrainian National Technical University. Kropyvnytskyi: TsNTU, 2022. 194 p. URL: https://dspace.kntu.kr.ua/server/api/core/bitstreams/29a2e041-c31e-44d9-b074-a26dfddfa97d/content
13. Harkusha S. Information protection in automated accounting systems: user aspect. Anti-Crisis Strategy for the Development of Socio-Economic Systems: Global Challenges: Collective monograph . Riga, Latvia: Baltija Publishing, 2024. pp. 266-291. DOI: https://doi.org/10.30525/978-9934-26-500-6-12
14. OSINT Open Source Intelligence. Tools and methods: a textbook / Korystin O., Demedyuk S., Ismaylov K., Lande D. et al., ed. Korystin O.E., Demedyuk S.V. Kyiv: 7BC, 2025. 460 p. URL: https://dspace.oduvs.edu.ua/server/api/core/bitstreams/3de653ea-d09e-469a-8e25-1cfaa3c84dfd/content

6.3. Software
1. BAS Accounting.
2. Action.Signature – a service for creating and using an electronic signature.
3. Central Certification Authority of Ukraine – verification of certificates and electronic signatures.
4. Integrated electronic identification system ID.GOV.UA – use of CEP for user authentication.
5. KNEDP of the State Tax Service of Ukraine - obtaining and using qualified public key certificates.
6. Vchasno.KEP – a service for signing electronic documents.


Review of the work program (syllabus) of the elective educational component "Information Security and Data Protection "
	Parameter by which the work program (syllabus) of the educational component is evaluated
	Yes
	No
	Comment

	Learning outcomes for the educational component (DRL) correspond to the NQF
	
	
	

	The learning outcomes for the educational component (DRL) correspond to the stipulated PRL (for mandatory OK)
	
	
	

	Learning outcomes for the educational component provide an opportunity to measure and assess the level of their achievement.
	
	
	



Head of the Department of Accounting and Taxation

Inna NAZARENKO . _______________
(signature)






























	Parameter by which the work program (syllabus) of the educational component is evaluated by the teacher of the relevant department
	Yes
	No
	Comment

	General information about the educational component is sufficient
	
	
	

	Learning outcomes for the educational component (DOL) correspond to the NQF
	
	
	

	Learning outcomes by educational component (LE) provide an opportunity to measure and assess the level of their achievement
	
	
	

	Learning outcomes (LOs) relate to student competencies, not to the content of the discipline (contain knowledge, skills, abilities, and not to the topics of the discipline curriculum)
	
	
	

	The content of the OK is formed in accordance with the structural and logical scheme
	
	
	

	Learning activities (teaching and learning methods) enable students to achieve expected learning outcomes (ELOs)
	
	
	

	The educational component involves learning through research that is appropriate and sufficient for the appropriate level of higher education.
	
	
	

	The assessment strategy within the educational component is in line with the University/Faculty policy.
	
	
	

	The provided assessment methods allow assessing the degree of achievement of learning outcomes by educational component .
	
	
	

	The student workload is adequate to the volume of the educational component.
	
	
	

	The recommended learning resources are sufficient to achieve the learning outcomes (LOEs)
	
	
	

	The literature is relevant
	
	
	

	The list of learning resources contains the software products necessary to achieve the DRL
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Mykola GORDIENKO

	


	



	



