MIiHICTEpPCTBO OCBITH 1 HAYKU Y KpaiHU
CyMChKUH HalllOHATBHUM arpapHUil YHIBEpCUTET
dakyabTET EKOHOMIKH 1 MEHEKMEHTY
Kadenpa xibepHeTuku ta iHhOpMaTUKH

Po0oua nporpama (cmiiadyc) OCBIiTHLOI0 KOMIIOHEHTA
Texnonoeii 3axucmy inghopmayii
(000B’s13K0OBHIT)

PeanizyeTscs B Mexkax ocBITHROI porpamu «IHgopmaniiini cuctemu Ta
TEXHOJIOTID)

3a crienianbHicTIO 126 IndopmaniiiHi cucTeMu Ta TeXHOJIOTIT

Ha 1 (DakanaBpcbKkOMY) PiBHI BUIIIOT OCBITH

Cymu — 2023






[adopmaris

po neperdsig podouoi mporpamu (cunadycy):

Hapuanbuuii
piK, B IKOMY
BHOCSATBHCS
3MIHH

Howmep nonatky no
po6odJoi mporpamu 3
OIIMCOM 3MiH

3MiHHM PO3TISHYTO 1 CXBaJICHO

Hara Ta HOMep
MPOTOKOITY 3aciTaHHs
Kabeapu

3aBimyBau kadenpu

T'apant
OCBITHBOT
porpamu




1. BATAJIBHA THOOPMAIIISA ITPO OCBITHINA KOMIIOHEHT

1. Hassa OK TexHomnorii 3axucty iHpopMmariii
2. dakynereT/Kadenpa ExoHOMIKH 1 MCHEIPKMEHTY / KiOepHETHKH Ta iHpOpMaTHKH
3. Craryc OK BapiaTUBHA
4, IIporpama/CrierianpHicts | IHdopmariiiai cucremu ta Texnonorii/126 Indopmariiiai cucteMu Ta
(mporpammu), CKJIaIOBOIO | T€XHOJOTIT
skux € OK ms
(3anosnioemubcs Ona
0006 ’s3x06ux OK)
5. OK moxe OyTH
3aIlPOTIOHOBAHUMN ISt
(3anosnioemucs ona
subiprosux OK)
6. Pisenr HPK 6-i
7. CemecTp Ta TPUBANICTh 5 cemectp, 1-15 TmxHI
BUBUYCHHS
8. KinpKicTh KpeauTis 5
€KTC
9. 3aranpHAN 00CST TOANH KonTakTHa po6oTa(3aHsATT) Camocriita poboTa
Ta iX PO3MOALI Jlexuiini [Mpaktiuni | JlaGopartophi
/ceMiHapchKi
30 |- 30 | - | - 90 \
10. | MoBa HaBYaHHS Ykpaincbka
11. | Buknagau/Koopauaarop | crapmmii Bukiagad kKadeapu KiOepHeTHkH Ta iH(GOPMATHKH, MaricTp
OCBITHROTO KOMIIOHeHTa | AramkaHoB-I oncanec Kapen XecycoBud
11.1 | KonrakTtHa iHdopmaltis karen.ahadzhanov-honsales@snau.edu.ua; ayn. 308e.
12. | 3aranpHuii onuc Y  HaBuaibHid jguciumuiiHi - «TexwHosorii  3axucty  iH(opmarii»
OCBITHBOTO KOMIIOHEHTa | PO3IIIAAI0THCS TEOPETUYHI OCHOBH 1 (POPMYIOTHCS IPAKTUYHI HABUYKH 3
TEXHOJIOTi 3aXHCTy iH(opMalii B aBTOMATH30BaHUX iH(POPMAIIHHAX
cucTeMax.
13. | Meta ocBiTHBOTO Metoto kypcy € ¢opMmyBaHHA 0a30BHX 3HaHb 3 iHQOpMAaIiifHHUX
KOMITOHEHTa TEXHOJIOTIH, JJIsI MOXIJIMBOCTI OPIEHTYBAaTHCS Yy CYYacHHX HampsIMKax
3axucTy iHpOpMallii, aMiHICTpyBaHHS 1 YIIPaBIiHHA O€3MeKo0, aHaIi3y
Ta  HaNaro/PKEHHIO CHCTeMH  Oe3leKkd, aBTOMaTH3allii  3ajadu
HAJaroJKeHHS CHUCTEMH Oe3IeKH, OIliHKK Oe3reku iHpopMariitHux
TEXHOJIOT1i, pO3POOKH TMONITHKA 1HPOPMAIIIITHOT Oe3MeKkn Ta CTBOPEHHIO
0e31eYHOr0 30BHIIIHBOTO CEPEIOBUINA 3a CTAHIAPTOM
14. | IlepenymMoBU BUBYEHHS 1. OcsgitHiit koMroHEeHT Oa3yeTbes Ha OK  ApxiTekTypa KOMITIOTEpPIB,
OK, 3B'sI30K 3 iHIIUMHU OK In¢opmaniiiHi cucTeMu Ta TEXHOJIOTII.
OCBITHIMH 2. OcsitHili komnoHeHT € ocHoBoro s OK  [IpoexrtyBaHHS
komrnonenTamu OI1 iH(hOpPMAIIIHHUX CHCTEM.
15. | IoniTuka akageMiqHOl [Ipn BUKOHAHHA NPAaKTUYHUX poOIT, HamucaHHi pedepaTiB Ta NpH
JI00poYeCcCHOCTI HaNMCaHHS MOJIYJbHHX, aTeCTaliHUX, 3aJiKOBHX Ta €K3aMEHALiHMX
pOOIT CTyleHT 00OB’S3KOBO Ma€ JOTPUMYBATHUCh TPaBHI aKaJeMidyHOT
nobpouecHocri. [Ipu BusiBieHHI (akTiB crucyBaHHS a00 akaJeMidHOl He
Jno0pouecHOCTi poO0Ta BUKOHAHA CTYACHTOM aHYJIOETHCS.
16. | IlocunanHs Ha KypC y https://cdn.snau.edu.ua/moodle/course/view.php?id=4757

cuctemi Moodle



https://cdn.snau.edu.ua/moodle/course/view.php?id=4757

2. PE3YJIbTATU HABYAHHSA 3A OCBITHIM KOMIIOHEHTOM TA IX 3B'SI30K 3
IMPOI'PAMHUMMU PE3YJIBTATAMU HABYAHHSA

Pe3yabTaTn HaBuaHHs 32 | [Iporpamui pe3ynbTaTi HaBUYAHHSA, HAa JOCSTHEHHS
OK: saxux cupsmoBannii OK (3a3HaunT HOMEp 3TiIHO 3
Iliciis BUBYCHHS HyMepallieo, HaBeaeHowo B OIT)*
OCBITHBOT'O KOMITOHEHTa IIPH3 ITPH,, Sx ouinroerscst PHJ
CTyzeHT ouikyBano Oyne | OOrpynToBysatn  Bubip | Aaminictpysarn,
37IATCH. ..» TEXHIYHOI1 CprK.TypI/I. Ta | BUKOpPUCTOBYBATH,
p03p06j1;1'[1/1 BIAIOBIJHE | a4aNTyBaTH Ta CKCIITyaTyBaTH
mporpamMHe 3a0e3leueHHs, | HasBH1 1 HOBITHI1
MO BXOAWTH JO CKIamy iHpopMarliiiHi cucteMun Ta
iHpopMaliiHUX cHCTeM Ta | TEXHOIOML 2 TaKOXK
TeXHOJIOTi KOMIT'IOTEPHI ~ CHCTEMH Ta
Mepexi 13 3a0e3neyeHHSIM
3axucty iHdpopmarii 3 MeTo
pcamsalil BCTAHOBJICHO1
MOJIITUKA iHpopManiitHoT
Oe3meKw.
JAPH 1. 31aTHICTD TecT MHOXXKUHHOIO
3aCTOCOBYBaTH 3HAHHS Y + BHUOOPY, pO3paxyHKOBI
MPAaKTUYHUX CUTYaIlisIX. 3aBJIaHHS
JAPH 2. 31aTHICTD
BHKOPHCTOBYBAaTH CYy4YacHi
iHdopMariiini cuctemMu Ta
TexHoiyorii  (BUpOOHWYI,
MITPUMKH MPUIHATTS TecTn MHOXKHHHOTO
pIllleHb, 1HTENEKTYaILHOTO + BUOOPY, pO3paxyHKOBI
aHamizy JaHWX Ta IHII), 3aBIAHHSI
METOIUKHU M TEeXHIKH
kibepbesmekn  mig  dvac
BUKOHAHHS
(GyHKIIOHATBHUX 3aBlIaHb
Ta 000B’SI3KiB
JAPH 3. 31aTHICTh TecTrn MHOXXHHHOTO
oprasizoByBaTH 30ip Ta BUOOPY, pO3paxyHKOBI
30epiraHHs JaHux y 0aszax 3aBJIaHHS
Ta  CXOBHWIIAX  JIaHUX, +
3axuct  iHdopmamii B
iHpOpMaIIHHUX CcHCTeMaXx
Ta TEXHOJIOTISIX




3. 3MICT OCBITHBOI'O KOMOIIOHEHTA

JUCLIUTIIITHN)

(MPOTPAMA  HABYAJILHOI

Tema.
[lepenik muTanp, o OyIyTh
PO3IIISHYTI B MEXKaX TEMHU

Posmonin B Mexax 3aralibHOTO OIOJKETY Yacy

AynutopHa poboTa

I1.3 / cemin. 3

JIa0. 3.

Cawmocriiina
pobora

PexoMmennoBana
JiTepatypa

Jlenna

3aou.

Jlenna

3aou.

Jlenna

3aou.

Jlenna 3aou.

Tewma 1. bazoei nousammst npo
iHghopmayito ma 3axucm
ingopmayii
1.1 OcHOBHI OHATTS
iH(pOpMaIis.
2.1 Hocii indopmarrii.
3.1 3axwuct indopmartii

OcHoBHa: 1
(c.6-11)

Tema 2. CmpyxkmypHni

KOMNOHEHmU.

1.1 ®i3nuHi, amapaTHi,
opranizaniiiti, mporpamHi,
3aKOHOZAABYI Ta
TICUXOJIOT19HI 3aCO0HU
3aXMUCTY.

2.1 KepyBaHHS JOCTYIIOM.

OcHoBHa: 1
(c.12-23)

Tema 3. 3axucTt BracTUBOCTEH
iHdopMartii mpu mepenaBaHHS B
KOMIT FOTEpHUX Mepexax.

1.1 3axuct  mimicHOCcTi 3
BUKOPHUCTAHHIM
QITOPUTMIB  TiJApaxyHKy
KOHTPOJIBHUX CyM
Ethernet-makeris.

OcHoBHa: 1
(c.24-28)

Tewma 4. Kpunmoepagis

2.1 Peamnizanis
KpunrorpadiyHuX METO/IB
3aXHCTY (XEIIyBaHHS Ta
muQpyBaHHs) B allapaTHUX
3acobax IKC.

OcHoBHa: 1
(¢.29-33)

Tema 5. 3axucm

KOHGhiOeHyitiHocmi ma

00CmynHOCmi  e1eKmMPOHHO20

OOKYyMeHmy ma eieKmpoHHO20

pecypcy 6 XMapHiti cucmemi

EJIO.

1.1 HanmamryBaHHsS Ta
MEXaHI3MIB  JIOCTYIy IO
XMapHHX CXOBHIIL
€JIEKTPOHHUX JIOKYMEHTIB.

10

OcHoBHa: 1
(c.35-41)

Tema 6. Cucmema
eNeKMPOHHO20
O00KYyMeHmooobizy 3 moyKu 30py
Kibepbesnexu.
1.1 Bua ta ¢popmu
€JIEKTPOHHOTO JJOKYMEHTY
Ta BmactuBocti EJI, ki
T JISTA0Th 3aXKCTY.

10

OcHoBHa: 1
(c.42-54)




2.1 Ponb Ta ¢pynkuii ELII B
3aXHCTI.

Tewma 7. LHlugpysanns ma
Ppo3uuppysanHs.
Tunu Raid macusis.

10

OcHoBHa: 1
(c.55-61)

Tewma 8. Cmpyxkmypa cucmemu
oesnexu OC Windows,
npomoxon Kerberos.

12

OcHoBHa: 1
(c.62-73)

Tema 9. Kamanoz, Active
Directory.

12

OcHoBHa: 1
(c.83-98)

Tema 10. Memoou i 3acobu

saxucmy Komn'romepis.

1.1 Pi3HOBHAM KOMITIOTEPHHUX
BipyCiB.

2.1 Buau mkiginBoro
MPOTPaMHOTO
3a0e3IeueHHs.

3.1 Knaccudukanus

AHTUBHPYCHBIX IPOAYKTOB.

12

OcHoBHa: 1
(c.99-103)

Tema 11. Cyuacnuii cman
iHghopmayitinoi be3nexu 6
JIOKANbHUX § 2100aTbHUX
mepeoicax.

1.1 IloOGynoBa 3axXUIIEHUX
BIpTyaJIbHUX MPUBATHUX
Mepex VPN Ta
indopMmariiiiHa 6e3rneka B
JIOKAJIbHUX 1 TTI00aJIbHUX
MepexKax.

2.1 IMpuniunm podotu
OpaHaMmayepiB.

24

OcHoBHa: 1
(c.112-127)

Bcrworo

30

30

4. METOIHU BUKJIAJAHHA TA HABYAHHA

JIPH Metoau Bukiaaganasa |Kiab- | Meroan naBuyanus (siki Buau | Kijib-
(pobota, o 6yne KicTh HABYAIIbHOT AISNTIBHOCTI Ma€e KicTh
NpoBeJ/ieHa BUKJIaaueM [FOJAMH | BUKOHATH CTYJICHT CAMOCTIHHO) | roaMH
i Yac ayaIUTOPHUX
3aHSITh, KOHCYJIbTAII1il)
JPH 1. 3naThicTh Jlexurisi, mpaKTUYHE 10 OnpalitoBaHHs TEOPETHYHOTO 30
3aCTOCOBYBATH 3HAHHA Yy | 3aHATTSA, OOTOBOPEHHS MaTepiaiy, BAKOHaHHS
MPAKTUYHUX CHUTYAIlisX. aKTyaJbHUX MTUTaHb PO3paxyHKOBHX 3aBJaHb
JPH 2. 3naTHicTh Jlekutisi, mpaKTUYHE 20 OnpalitoBaHHs TEOPETHYHOTO 30

BUKOPUCTOBYBATH
cydacHi iHpopmariiiai
CHUCTEMHU Ta TEXHOJIOTI1
(BUpOOHMYI, MATPUMKH
NPUIHATTS PilliCHb,
IHTENEKTYaJIbHOTO
aHaJi3y JJaHWX Ta iHIII),
METOJMKH 1 TeXHIKH
kiOepOe3mekH Imij] yac
BUKOHAHHS
(GyHKIIOHATBEHIX 3aBIaHb
Ta 000B’SI3KiB

3aHATTS, OOTOBOPEHHS
aKTyaJIbHUX IUTaHb

Marepianxy, BAKOHAHHS
PO3paxyHKOBHX 3aB/IaHb




JPH 3. 3naTricTh
Oprasi3oByBaTH 30ip Ta
30epiranHs naHux y 6azax
Ta CXOBHIIAX JaHUX,
3axucT iHpopMarrii B
iHpOpMaIIHHIX cHCTeMax

Jlexisi, mpakTUYHE
3aHATTS, 0OTOBOPECHHS
AKTyaJIbHUX MTUTaHb

30

OnpalltoBaHHS TEOPSTHYHOTO
Marepianay, BHKOHAHHS
PO3paxyHKOBUX 3aB/IaHb

30

Ta TEXHOJIOTIIX

Bcroro roaun

60

90

5. OHIHIOBAHHS 3A OCBITHIM KOMIIOHEHTOM
5.1.JliarHocTYHe OLiHIOBAHHS (32a3HAYAETHCS 32 MOTPeOH)
5.2. CymaTuBHeE OI[iHIOBAHHS

5.2.1. Jlns ouiHIOBaHHS OYiKYBaHMUX PE3yJbTATiB HAaBYAHHS NepeadadueHo

Ne MeToau CyMaTHBHOTO OIIHFOBaHHS banu / Bara y ara cximaganHs
3arajpHii (3a3HAYUTH HOMED
OLIHIII THXHS, Ha IKOMY OyJie
MPOBEAEHO
OIIIHIOBAHHS)

1. | IIpakrruna pobota 1-4. 40 6aniB / 40 % | 7 THKACHB

2. | llpaktruna po6ora 5-8. 45 6aniB / 45 % | 14 TiwxneHb

3. | TecryBanus 15 6aniB / 15 % | B mponosx cemecTpy

5.2.2. Kpurepii oriHroBaHHs

Komnonent He3agoBinbHo 3aa0BijIbHO Hoope Bigminno

MpakTnuna 0 banis 1-10 6anis 11-30 6anis 31-40 oanis

po6oTta 1-4.
3asoanns ne Xio suxonanns | 3aeoanns 3asoanns
BUKOHAHO 8ipHUll, ajle HAABHI | GUKOHAHO, ane | noeHicmio
(memoouka ma Cymmeei HOMUIKU, | ICHYIOMb BUKOHAHO.
8I0N0e6Iioi 8I0No08IoI, 8 | Hecymmegi Tomunxu
HEenpasuibHi) OCHOBHOMY NOMUIKU si0cymui

HenpasuibHi

Monayabuuii 0-3 banie 4-7 6anie 8-10 6anie 10-15 6anie

KOHTPOJIb (TeCcT

MHOKHHHOT O 3anexXuTh BiJ | 3aJIEKUTH Bif 3aJIeXUTH BIJ 3aeXNTH BIJ

BHOOPY) KiJIBKOCTI  BipHUX | KUIBKOCTI BIPHHX KITBKOCTI BIpHUX | KIIBKOCTI BIpHUX
BiAmoBieii Ha TecT | BIAMOBiAEH Ha TeCT | BiANOBiAeH Ha BIJITOBiAEH HA TECT

TecT

IpakTHyHa 0 banis 1-10 6anis 11-30 6anis 31-45 6anis

podora 5-8. .
3asoanns ne Xio euxonanns 3asoanns 3asoanns
BUKOHAHO BIpHULL, ane HAsBHI | GUKOHAHO, aJle NOBHICMIO
(memoouka ma CYymmeei NOMUIKU, | ICHYIOMb 6UKOHAHO.
8I0No08ioi 8I0N06I0I, 6 Hecymmesi H_OM””K".‘
HenpasuIbii) OCHOBHOMY NOMUIKU siocymui

HenpasuibHi




5.3.@opmaTHBHE OLIHIOBAHHSA:
JUis OIiHIOBAaHHS MOTOYHOTO IMPOTPECy Yy HABYAHHI Ta PO3YMiHHS HANpsMIB IMOAAIBIIOTO
yIIOCKOHAJIEHHS TIepe10aueHo

Ne EnemenTn (popMaTHBHOIO OLiHIOBAHHS Hara
1 | YcHe onuTyBaHHS MiCIsi BUBYCHHS KOXKHOT TEMU [Ticns 3aBepiICHHS BUBYCHHS
TEeMU

2 [TpoxoKeHHS TECTYBaHHS 3 aTeCcTallil Ta MOAYJIBHOTO BinmosigHo 10 rpadiky
KOHTPOJTIO 31 3BOPOTHIM 3B’S3KOM 3 BUKJIa1adyeM HABYAJILHOTO MPOIECY

3 | [IpoxomKkeHHs TeCTyBaHHS MICI/IS 3aKIHYCHHS BUBUCHHS PerymnroeThest cTyieHTOM
KOKHOI TEMU JIJIsl CAMOCTIHOTO KOHTPOJIIO 3HAHB Ta CaMOCTIHHO
MIiJITOTOBKY JIO CKJIaJIaHHS 3aTiKy (1CIUTY)

4 | 3axuCT NPaKTHYHUX POOIT Uepes THOKIICHD MICIA iX 371a9i

5 | Ycuuii 3BopoTHUI 3B'30K Bij BUKIJIagayda Mig yac pobotu | Ha mpotssi Bchoro cemectpy
HaJl MPAaKTUIHUMH POOOTAMHU IIPOTSTOM 3aHSATh

6. HABYAJIBHI PECYPCHU (JIITEPATYPA)

6.1. OcHoBHI JKEpena

6.1.1. [linpyuyHuku nMociOHUK

1. Tapuascekuit FO. A. TexHomorii 3axucty iHpoOpMaIii : MAPYYHUK IS CTY/. CHEIIalbHOCTI
122 «Komr’torepni Hayku»; KIII im. Irops Cikopcekoro. — KuiB : KIII im. Irops
CikopchKoro, 2018. — 162 c. URL:
https://ela.kpi.ua/bitstream/123456789/23896/1/TZ1_book.pdf

2. TlIpoexTyBaHHS KOMIUIEKCHUX CHCTEeM 3axucTy iHpopmariii / Irop I1asmos, Borogumup
Xoporiko, FOpiit babano, Banepiit lynukesud, IBan Onipcekuit, JIrobomup [apxyip. —
JIpBiB : Bua.JIpBiBCchKa nomiTexHika, 2020. — 320c.

6.1.2. [nmni mxepena

3akoH Ykpainu "[Ipo 3axucT nepcoHanbHUX JaHUX".

3akoH Ykpainu “IIpo inpopmarniro”.

3akoH Ykpainu "IIpo noctyn go my6aiuHoi iHpopmarii'.

3akoH Ykpainu “IIpo 3axuct iHpopmalii B iHpopMaLifHO-TeIeKOMYHIKaLIHHUX cUcTeMax .
3akoH Ykpainu “IIpo TenexomyHikarii”.

3akoH Ykpainu "lIpo minieH3yBaHHs BHJIIB TOCIOAApChKOI AisSIBHOCTI".

Konnenuiss TexHiuHOro 3axucty iH(opmamii B VYkpaiHi. 3aTBepIK€HO MOCTaHOBOO
Ka61HeTy MinictpiB Ykpainu Bix 08.10.97 Ne 1126.

8. IlocranoBa Kabinery MinictpiB Ykpainu Big 25.05.2011 Ne 616 "IIpo 3arBepikeHHs
[Tonoxenns npo JlepxaBHuii peecTp 6a3 MepCOHATBHUX JTaHUX Ta MOPSAAOK HOro BeeHHs "

9. Ilocranosa KaGinery MinictpiB Ykpainu Big 29.10.00 Ne 1755 "IIpo TepmiH nii dineH3ii Ha
IPOBA/KEHHS MEBHUX BHJIIB TOCIIOIAPCHKOT AiSUIBHOCTI, PO3MIPH 1 MOPSIIOK 3apaxyBaHHS IUIaTH
3a il Bujgauy".

10. ITocranoBa KaGinery MinictpiB VYkpainum Bix 16.11.2016 Ne 821 Jleski muTaHHA
JIIEH3YBaHHS TOCMOAAPCHKOI AISUIBHOCTI 3 HaJaHHSA MOCIHYr y Taly3i KpurrorpadiyHoro
3axucTy iH(opMarii (KpiM HOCIYT eJIeKTPOHHOTo HU(PPOBOro MIAMNMUCY) Ta TEXHIYHOTO 3aXUCTY
iH(popMarii 3a nepenikoM, 1o BUu3HadaeThesi Kabinerom MinicTpiB Ykpainu'.

11. TlocranoBa KaOinery MinictpiB Ykpainu Big 21.06.17 Ne 437 "IIpo 3aTBepkeHHS
KPUTEPIiB, 32 SIKUMH OLIHIOETHCS CTYMIHb PU3MKY BiJl MPOBA/HKEHHS FOCHOAAPCHKOT JIisSUIBHOCTI,
IO TiAJIsArae JileH3yBaHHIO, y cdepl HaJaHHS MOCIYT Y rajiy3i KpUOTOrpagiqHOro 3aXUCTY
iHpopMmamii (KpiM MOCIYr €JIEKTPOHHOrO0 UU(POBOrO MIAMUCY) Ta TEXHIYHOTO 3aXHUCTY
iHpopMarii 3a nepeikoM, 1o Bu3HauaeTbess Kabinetom MiHicTpiB YKpaiHH, 1 BCTAHOBITIOETHCS

No o~ wbdhR


https://ela.kpi.ua/bitstream/123456789/23896/1/TZI_book.pdf

MEepiOMYHICTh  TPOBEACHHS  IUIAHOBUX  3aXOJIB  JIEPKaBHOTO  HarasaAy  (KOHTPOJIIO)
AnMinicTpariero JlepkaBHOI CTy»KOHM CHEIiadbHOTO 3B 3Ky Ta 3aXUCTy iHpopMarii'.

6.3 IIporpamue 3a0e3mneueHHs
1. Cucrema GnuPG https://gnupg.org/
2. Kerberos Protocol Version 5, Release 1.19.2 / 22 July 2021



https://gnupg.org/

Penensis
Ha pobouy nporpamy (cmnadyc) ocBITHBOr0 KOMITOHEHTa «IIporpamyBaHHs MOOUTBHHUX MPUCTPOIBY
st Ol «IndopmartiitHi cucTeMu Ta TEXHOJIOTII»
3a cneniaibHicTiO 126 [HQOpMaLiiiHi cucTeMH Ta TEXHOJOTI]

IMapameTtp, 3a SIKUM OI[IHIOETHLCSI Po00Ya MpPorpamMa Tak | Hi KomenTap
(cwi1adyc) OCBITHHOI0 KOMIIOHEHTA FAPAaHTOM 200 YJIEHOM
NPOEKTHOI IPyNu

Pesynpratn HaB4aHHS 32 OcBiTHIM KoMnoHeHTOM (/IPH)
Biamosigarots HPK

Pesynbpraty HaB4aHHS 3a 0cBiTHIM KoMnoHeHTOM (JIPH)
BiamoBinaroTh mepeadadenum [1PH (s 0608’ s3xkoBrx OK)

Pe3ynpraTy HaB4aHHS 33 OCBITHIM KOMIIOHEHTOM JIal0Th
MOJKJIMBICTh BUMIPSITH T4 OLIHUTH PiBEHB IX JOCATHEHHS

["apant OII «IH(opmariiiiHi cucTeMu Ta TEXHOJIOTII» Tonbaros A.B.

IlapameTp, 3a AKMM OLIIHIOETHCSI pO00Ya MporpamMa Tak | Hi KomenTap
(cwi1adyc) OCBITHHOI0 KOMIIOHEHTA BUKJIAJa4eM
BigmoBigHOI Kadenpn

3aranbHa iHGopMaIlisi PO OCBITHIN KOMITIOHEHT € JOCTaTHBHOIO

PesynbraTtu HaB4aHHS 3a ocBiTHIM KoMMoHeHTOM (JIPH)
BigmoBigarote HPK

Pesynbratn HaB4yaHHs 3a OCBiTHIM KommoHeHToM (IPH)
JAIOTh MOXJIMBICTh BHMIPSATH Ta OIHHTH piBeHb 1X
JOCSITHEHHS

Pesynbratn nHaBuanus ([{PH) crocyioTbcs kommeTeHTHOCTEH
CTYJIEHTIB, a HE 3MICTy JUCIHILUIIHYU (MICTSTh 3HAHHS, YMIiHHS,
HABWYKH, a HE TeMHU HaBYAIBHOI IPOTPaMU JTUCIIUTLIIIHH )

3mict OK cdopmoBaHO BIAMOBIIHO JIO CTPYKTYPHO-JIOTi4HOT
CXeMH

HaBuasnbHa akTHBHICTH (METOAN BUKJIAJaHHS Ta HABYAaHHS) Ja€
3MOTY CTYJCHTaM JIOCATTH OYiKyBaHUX PE3yJIbTaTiB HaBYAHHS

(APH)

OcBiTHIH =~ KOMIIOHEHT  Tmepealadae  HaBYaHHSI  4epes
MOCTIDKEHHS, 10 € JOIUJALHMM Ta JOCTaTHIM s
BiJINIOBITHOTO PiBHS BHUILOT OCBITH

Crparerisi OIIHIOBaHHS B MeEXaX OCBITHBOI'O KOMIIOHCHTA
BIJIMOBIIa€ MOJIITUIN Y HIBEpCHTETY/DaKyIbTeTy

Ilepenbadeni MeToau OIIHIOBaHHS JIO3BOJIAIOTH  OI[IHUTH
CTYIIHb JIOCSTHEHHS PE3yJbTAaTiB HaBYaHHSA 3a OCBITHIM
KOMIIOHEHTOM

HapanTaxxenHs CTy,Z[eHTiB € aJCKBAaTHUM 06C$Il"y OCBITHBOT'O
KOMIIOHCHTA

PexomeHnnoBaHi HaB4aJbHI pPeCcypcH € JOCTaTHIMH ISt
JOCSITHeHHsI pe3y braTiB HapyaHHs ([JPH)

Jlitepatypa € akTyajbHOIO

[epenik HaBYANBHUX PECYPCiB MICTUTH HEOOXIHI IS
nocsraendst IPH nporpamui npogyktu

Pentensenr



Houent xadenpu kidepuetuku ta inpopmaruku [lacsko H.b.




Honarok 1

1.| 3araneHuii 0OCAT roauH
Ta IX pO3MOALT

KonraktHa poboTa(3aHATTs) Camocriitna pobota
Jlexmiitai [IpaxTrani JlaGopaTopHi
/ceMiHapChKi
24 |- 24 | - | - 102 | -

Tabmuus 1 — 3minu g0 cunalycy 3 TUCHHUILTIHU

Tabmuist 2 — 3MiHM 10 CHIIA0YCY 3 TUCIUILTIHHA

3. 3MICT
JUCLIUTIIITHN)

OCBITHBOI'O KOMOIIOHEHTA

(MIPOTPAMA  HABYAJIBHOI

Tema.
[lepenik muTanp, Mo OyIyTh
PO3IIISTHYTI B MEXKaX TEMHU

Posmonin B Mexax 3arallbHOTO OIOJDKETY Yacy

AynutopHa poboTa

Camocriitna
pobora

I1.3 / cemin. 3

JIa0. 3.

PexomennoBana
JiTepaTypa

Jenna | 3aou. | Hdenna | 3aou. | JlenHa

3aou.

Jlenna 3a0u.

Tewma 1. hazoei nousmms npo
iHghopmayito ma 3axucm
iHghopmayii
4.1 OCHOBHI MOHATTSA
iH(pOpMaIis.
5.1 Hocii indopmarrii.
6.1 3axuct indopmarii

2 2

OcHoBHa: 1
(c.6-11)

Tema 2. CmpyxkmypHni

KOMHNOHEHMU.

3.1 ®iznyHi, anapartHi,
oprauizaniiiti, mporpamHi,
3aKOHO/IaBYl Ta
IICHXOJIOT1YHI 3aC00U
3aXUCTY.

4.1 KepyBaHHS JOCTYIIOM.

OcHoBHa: 1
(c.12-23)

Tema 3. 3axuct BIaCTUBOCTEH
iH(dopMarlii mpu mepenaBaHHS B
KOMIT FOTEpHUX Mepexax.

3.1 3axuct  mimicHocTi 3
BUKOPHUCTAHHIM
QITOPUTMIB  TiJApaxyHKy
KOHTPOJIBHUX CyM
Ethernet-nmakeris.

OcHoBHa: 1
(c.24-28)

Tewma 4. Kpunmoepaghisn

4.1 Peanizawis
KpHUnrorpadiYHuX METO/IB
3axHCTy (XeLIyBaHHS Ta
muQpyBaHHs) B allapaTHUX
3acobax IKC.

OcHoBHa: 1
(c.29-33)

Tema 5. 3axucm
KOHGhiOeHyitiHocmi ma
00CmynHOCmI  e1eKmMPOHHO20
OOKYMeHmy ma eleKmpoHHO20
pecypcy 6 XMapHiti cucmemi
EJ[O.
2.1 HanamryBaHHs Ta
MEXaHi3MIB  JIOCTYyIy IO
XMapHUX CXOBHII

OcHoBHa: 1
(c.35-41)




CJICKTPOHHUX ,I[OKyMCHTiB.

Tewma 6. Cucmema
eNeKMPOHHO20
OOKYMeHmMOo00i2y 3 MOYKU 30PY
Kibepbesnexu.

3.1 Bun ta hopmu
EIICKTPOHHOT'O JIOKYMEHTY
ta BnactuBocti EJI, siki
M UIATAI0Th 3aXUCTY.

4.1 Pomnb Ta pynkuii ELII B
3aXHCTi.

OcHoBHa: 1
(c.42-54)

Tewma 7. Hlugpysanns ma
posuuppysanus.
Tunu Raid macusis.

OcHoBHa: 1
(c.55-61)

Tema 8. Cmpykmypa cucmemu
oesznexu OC Windows,
npomoxon Kerberos.

20

OcHoBHa: 1
(c.62-73)

Tema 9. Kamanoe, Active
Directory.

20

OcHoBHa: 1
(c.83-98)

Tema 10. Memoou i 3acobu

3axucmy Komn'romepis.

4.1 Pi3HOBUAM KOMITIOTEPHUX
BipyCiB.

5.1 Buau mkiummBoro
MPOrPaMHOI0
3a0€3MeUueHHs.

6.1 Knaccudukanms
AHTHBUPYCHBIX MPOJYKTOB.

20

OcHoBHa: 1
(c.99-103)

Tema 11. Cyuacnuii cman
iHghopmayitinoi be3nexu 6
JIOKAIbHUX | 2100AIbHUX
Mepexcax.

3.1 [oOymoBa 3aXHUIICHUX
BipTyaJbHHUX MPUBATHUX
mepex VPN Ta
iHpopMaliiiHa Oe3meka B
JIOKABHUX 1 TII00aThHIX
Mepexax.

4.1 MpuHuumm podoTH
OpaHjMayepiB.

42

OcHoBHa: 1
(c.112-127)

Bcroro

24

24

- 102

Tabmurs 3 — 3MiHU 10 CHIA0YCy 3 TUCHUTUTIHH

4. METOAU BUKJIAJJAHHSA TA HABUAHHSA

JPH Metoau Bukiaagannsa |Kias- | Meroan nHaBuanHs (ki Buau | Kijib-
(pobota, o Oyme KicTh HaBYAJILHOI JISUILHOCTI Mac KicTh
MpOBEJ/ICHA BUKJIAJaueM [FOJAMH | BAKOHATHU CTYJICHT CAMOCTIHHO) | rOQMH
I Yac ayaIuTOPHHUX
3aHSATh, KOHCYJbTAIli})
JPH 1. 3naTHicTh Jlekutis, mpaKTHYHE 30 OnpalitoBaHHS TEOPETHYHOTO 30
3aCTOCOBYBATH 3HAHHS Yy | 3aHATTS, 0OTOBOPEHHS Marepiany, BAKOHAHHSI
HpaKTI/IT-IHI/IX CI/ITyaHlHX. aKTyaHBHI/IX IINTAHb pOSanyHKOBI/IX 3aBaHb
JIPH 2. 3naTHicTh Jlexisi, mpakTUYHE 30 OrnpalffoBaHHsi TEOPETUIHOTO 30

BUKOPUCTOBYBATH

3aHATTA, 06I‘OBOpeHH$I

MaTepiany, BAKOHaHHS




cydacHi iHpopmariiiai
CHCTEMH Ta TEXHOJIOTI]
(BUpOOHMYI, MIATPUMKH
NPUIHATTS PilliCHb,
IHTEJIEKTyaIbHOTO
aHami3y JaHWX Ta iHIIi),
METOANKHU U TEXHIKU
KibepOe3mneku mix yac
BUKOHAHHS
(YHKI[IOHATBHHX 3aBJaHb
Ta 000B’SI3KiB

AKTYaJIbHUX MATAHb

PO3paxyHKOBHX 3aB/IaHb

JPH 3. 3paTHicTh
Oprani3zoByBaTH 30ip Ta
30epiranHs naHux y 6azax
Ta CXOBUIIAX JaHUX,
3axucT iH(popmarii B
iH(pOpMaLiHHIX cHCTEMaX
Ta TEXHOJIOTISAX

Jlextrist, mpakTHIHE
3aHATTS, 0OTOBOPCHHS
AKTyaJIbHUX MTUTaHb

28

OrmpaIttoBaHHs TEOPETUIHOTO
MaTepiaiy, BAKOHAHHS
PO3paxyHKOBHUX 3aBIaHb

42

Bcroro rognn

48

102




